FOREWORD
I am pleased to present government’s IM/IT Enablers Strategy for Citizens @ the Centre: B.C.
Government 2.0. For the first time, we are laying out a vision and an action plan for a corporate
approach to IM/IT across the B.C. government.
This corporate approach is critically important to achieving government’s goals.
The B.C. government recognizes that citizens have increasingly high expectations for convenient and
timely access to government services. Like other employers in Canada, the B.C. government faces an
aging workforce and a shrinking supply of skilled workers over time to fill positions vacated by retiring
employees. To respond to demands for improved and efficient service delivery and to demographic
challenges, government must leverage technology solutions and innovation to transform the way it does
business.
What this means for us is that it is a truly exciting time to be part of the IM/IT community in the BC
Public Service. Like never before, we have the opportunity to transform how government delivers
services and how citizens access these services.
Our success will be based on our ability to embrace cultural change to transform the public service. We
must nurture the best and the brightest, empowering and encouraging employees to understand their
role in information management, innovation, and in the use of new technologies. We must see the
transformative potential in everything we do. We must nurture a flexible and dynamic work
environment. We must value collaboration, take thoughtful risks and embrace innovation. The business
and IM/IT community must partner together to harness creative solutions for government’s pressing
transformational needs. We must be willing to transform our business and try new technology so we
can reap the benefits that come with being an early adopter.
In this strategy, we identify the enabling technology required to make the next leap in service delivery.
One by one, we are addressing the barriers to transformation and innovation that have challenged us in
the past. To name just a few, we are developing an approach to identity information management that
paves the way for providing high value services online. With continued focus on the network, we will
ensure the capacity and capability to support mobile workers. We are also committed to forging
relationships with key vendors that allow for new ways of doing business together. Though we structure
the IM/IT Enablers Strategy into chapters, lines are blurring around the edges. The more we think of
and plan for these pieces as one single, integrated, enterprise system, the more we will achieve.

Dave Nikolejsin
Government Chief Information Officer

Foreword

Lastly, many of you were involved in shaping this strategy. I would like to thank you for sharing your
perspectives on technology, service, and business so openly with us. I welcome your feedback and look
forward to our ongoing collaboration as we continue – together - to shape a corporate approach to
IM/IT across government, and to put B.C. on the technology map.
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EXECUTIVE SUMMARY
The B.C. government’s commitment to transforming citizens’ access to their government and public
services is the driving force behind the recently published Gov 2.0 strategy, Citizens @ the Centre.
Information Management and Information technology (IM/IT) are key enablers of the innovation that is
required to realize this vision and establish a modern BC Public Service.
The IM/IT Enablers Strategy for Citizens @ the Centre provides a corporate, prioritized roadmap to help
guide how we manage our resources (people and money), based on a long-term vision. It assesses the
emerging trends and the associated opportunities and challenges for the B.C. government, and it
articulates the strategic directions that are most capable of supporting the three strategic shifts
identified in Citizens @ the Centre: Citizen Participation, Self Service, and Business Innovation.



Integrated Planning: We will adopt enterprise (core government) planning that is integrated and
aligned to support the objectives of Citizens @ the Centre.



Privacy and Information Sharing: We will adopt the timely collection and sharing of data and
information within government and with citizens that will be strengthened through careful
updating of existing organizational culture, policy, and the Freedom of Information and Protection
of Privacy Act.



Identity Information Management: We will establish a scalable identity service that provides
sufficient security and privacy as required to conduct high value government business via the
internet.



Strategic Procurement: We will negotiate strategic contracts that build in flexibility to support an
evolving Gov 2.0 strategy; managing existing contracts to leverage existing arrangements to
maximize opportunities to support delivery of Citizens @ the Centre.



Network: We will continue with the expansion of network capacity and of network coverage (both
wired and mobile) that is required by all IT services and online government solutions.



Web 2.0 / Gov 2.0: We will use interactive, two-way communications as the foundation of all Web
2.0 websites and their related services.



Standards and Guidelines: We will establish enterprise-wide standards that are critical to ensuring
the successful management of information and service delivery, as well as corporate policy and
supporting guidelines that reflect government’s strategic shifts and transformational activities.



Flexible Work Tools: We will provide our employees with modern tools and a workstation
environment that maximizes employees’ productivity and innovation.



Hosting: We will work to ensure that the data centre continues to adopt appropriate new
technologies to better meet business needs. We will also leverage cloud computing to support
service and business innovation.



Information Security: We will address the issue of the disappearing network perimeter, and
continue to work with all major initiatives to ensure that the legal obligations and security
expectations are met.

Executive Summary

Key Strategic Enablers:

v



Connectivity: We will provide the infrastructure required to ensure that all B.C. citizens,
irrespective of their location, have access to fast and reliable online services.

Executive Summary

IM/IT is a dynamic, ever-changing area. As such, there will be an annual review cycle where corporate
priorities and directions are re-assessed, and specific actions for the medium-term are confirmed. We
believe that the combination of a long-term vision and the commitment to monitoring and regular
reviews will allow B.C. to shine as a leader in the use of technology to transform and deliver services for
the benefit of citizens.

iv

1. INTRODUCTION
The recently published Citizens @ the Centre: B.C. Government 2.0 strategy, clearly demonstrates
B.C.’s commitment to transforming citizens’ access to their government.
This Information Management and Information Technology Enablers
Strategy defines the technologies and standards required to enable the
three strategic shifts identified in Citizens @ the Centre:





Citizen Participation: engaging British Columbians more directly
with their government, particularly through improved access to
government data and sharing of information.
Self Service: expanding opportunities for citizen self-service by
improving and modernizing the government’s online service
offerings so they are shaped less by the structure of government
and more by citizen needs.
Business Innovation: taking a more corporate approach to
technology planning and innovation for the benefit of citizens
and public service employees.

IM/IT Vision
Technology: delivering the
power of information for a
modern government.

Technology trends and directions were a major consideration of the
Deputy Ministers’ Committee on Transformation and Technology (DMCTT) in developing Citizens @
the Centre. This reflects a general acknowledgement that the full power of technology and
information must be leveraged to enable the vision of a modernized BC Public Service. A clearly
articulated corporate IM/IT Enablers Strategy is required – one that is considered, deliberate and
long-term, with the flexibility to respond quickly to changing realities. Further, success with these
IM/IT enablers will come through acknowledging the need for cultural change, and embracing
innovative ways of delivering services.
The IM/IT Enablers Strategy includes:




high-level IM/IT strategies and current planned actions required to realize the business
transformation objectives;
IM/IT Enablers Roadmaps showing planned actions and high level timelines; and
IM/IT Enablers Accountabilities for delivering the strategic vision.

Accountabilities for key activities identified to support IM/IT enabler strategies span government
and are not the sole responsibility of the Office of the Chief Information Officer.

Introduction

Detailed tactical plans and operational priorities are out of scope for this document.
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IM/IT Today in B.C.
Within the B.C. government, IM/IT is delivered by Ministry Information Management Branches
(IMBs), Shared Services BC and Alternate Service Delivery (ASD) partnerships, all under the direction
of the Office of the Chief Information Officer (OCIO).

Taking a Corporate View on IM/IT Investments
The B.C. government recognizes that to deliver maximum value and
support for the government’s transformational agenda it must think and
act as a single enterprise.











IM/IT Today in B.C.
 Taking a Corporate View on
IM/IT investments
 Committed to a Shared Service
Model
 Committed to ASD Partnerships

Identity Information Management: interacting with many
online services requires confidence in the identity of the client –
a step that is particularly important given the sensitive nature of
the data that is often involved in government transactions. B.C. is
on the leading edge of solutions for authentication and is exploring using a smartcard to
replace the existing B.C. CareCard to transform the way that health care and other services are
delivered.
Integrated Case Management (ICM): sponsored jointly by the Ministry of Housing and Social
Development and the Ministry of Children and Family Development, ICM will provide better
tools for frontline workers and service delivery partners. It will transform business and deliver
better outcomes for clients, through coordinated planning and improved access to effective
services in sectors such as social, justice and health.
Straightforward BC: the Ministry of Small Business, Technology and Economic Development
(STED), through the Straightforward BC (SfBC) initiative aims to reduce the regulatory burden
on citizens and small businesses by transforming government’s forms and business processes
into technology enabled citizen-centered processes.
GeoBC: Enterprise Spatial Services: leveraging the efforts of the Natural Resource sector, the
Integrated Land Management Bureau is leading the way by making enterprise geographic data
more accessible to government, industry and the public. New technologies will be adopted to
improve corporate re-usability, enhance data presentation and will offer web-based enterprise
geocoding services. This lays the foundation for the open data site, DataBC.
Province-wide Connectivity: Network BC is increasing and sustaining connectivity for rural and
remote areas. This public service requires Network BC to coordinate and facilitate broadband
connectivity among provincial and federal government organizations, non-government
organizations, communities, and the telecommunications sector. Network BC is recognized
internationally for its accomplishments.

Introduction

The recently issued Citizens @ the Centre and instructions for
completing Transformation and Technology Plans aim to establish
that culture. The aim is to ensure investments are aligned with
corporate priorities and that there is a corporate approach to
managing IM/IT investments. Although the planning process
continues to evolve, government has been actively initiating a
number of strategically important corporate projects:
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Committed to a Shared Services Model
The B.C. government moved to a shared services model for IT services in 2002. The aims were to
deliver efficiencies by consolidated common services in a single organization. Today, Shared
Services BC is the lead agency for procuring and supplying the technology, accommodation,
products and services required by government and the broader public sector to provide services to
the people of B.C. As an organization, it continues to evolve to deliver innovative, responsive and
cost-effective services.

Committed to Alternative Service Delivery Partnerships
Within the B.C. government, and specifically in IM/IT services, Alternative Service Delivery has been
viewed as a strategic tool for delivering or transforming government services. The B.C. government
is committed to developing the strategic partnership component of these relationships to maximize
mutual benefits.

Strategic Commitments





Within the IM/IT domain, nothing is as certain as change, and the IM/IT Enablers Strategy will
continually evolve to respond to emerging trends and changing business drivers.
There will be an annual review cycle, which will engage the business and IM/IT community in a
meaningful dialogue about corporate priorities and directions.
The next annual IM/IT Enablers Strategy will be widely communicated within government and
discussions will be encouraged and supported.
The IM/IT community will be leaders in actively seeking strategies that best support an agile
enterprise.

Introduction
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2. PRIMARY ENABLERS FOR CITIZENS @ THE CENTRE
Citizens @ the Centre identifies a series of IM/IT enablers. These are at
the heart of the strategic direction for IM/IT in B.C.
Success with these IM/IT enablers will come through acknowledging the
need for cultural change, and embracing innovative ways of
delivering services.

Primary Enablers

Primary Enablers

 Integrated Planning
 Privacy and Information
Sharing
 Identity Information
Management
 Strategic Procurement
 Network
 Web 2.0 / Gov 2.0
 Standards and Guidelines
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Integrated Planning

Large, diverse, multi-function organizations such as provincial
governments are by their very nature complex, as is the scope and
function of the services they provide.
The link between effective planning and successful organizations is well
understood. As it relates to IM/IT planning, more coordinated and
well-thought out planning cycles are required to address the reality of
increasingly complex and integrated solutions in support of corporate
business requirements. Effective planning also provides information to
make better decisions required for the coordination and alignment of
technology, human resources and finances.

Integrated Planning
Strategies
1. Corporate Integrated
Planning Cycle

The B.C. government is moving towards a planning approach that is
integrated and aligned to ensure that we maximize opportunities for
innovation and transformation. This will enable the government to
prioritize a portfolio of IM/IT initiatives for the enterprise that balances
legacy and transformation initiatives with the appropriate allocation of
resources.
This integrated planning approach is part of an annual cycle that draws upon two foundational
plans, the Corporate Human Resources Plan: Being the Best, and Gov 2.0 Plan: Citizens @ the Centre
as depicted in the diagram below.

The Integrated Planning Approach
1

Corporate HR
Plan:
“Being the Best”

1

Gov 2.0 Plan:
“Citizens @ the Centre”

2

Performance
Monitoring

Annual Cycle

Recommendation
& Approval of
IM/IT funds
3

Sector T&T Plans
3

IM/IT Enablers
Strategy

Integrated Planning

4
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Strategy 1 – Corporate Integrated Planning Cycle
Links to Citizens @ the Centre: Business Innovation
Government is taking a more corporate approach to planning for technology and innovation to
transform government operations with the aim of modernizing government.
Key Actions Supporting the Strategy:


Aligning the IM/IT Enablers Strategy with the annual revision of
Citizens @ the Centre and associated planning cycle

Fall 2010



Leverage the T&T Planning process to link transformational
projects to IM/IT Investments and ensure alignment to Citizens
@ the Centre

Fall 2010



Implement IM/IT Investment Management process that is
aligned with the Capital Asset Management Framework to
manage & prioritize IM/IT Initiatives

Integrated Planning

Spring 2011
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Privacy and Information Sharing

Privacy and information sharing has become an increasingly important
area for all organizations (private and public). In the public sector, this
issue is becoming critically important because citizens demand that
government keeps personal data private and confidential, while
providing more integrated and capable service delivery.
To improve service delivery, the secure sharing of information is
required. Some examples of implemented shared databases to
support inter-agency collaboration are the Czech Republic and
Scotland. The US Federal government is also looking at the issue,
with the specific objective of improving information sharing to
improve foreign affairs, increase citizen engagement, and improve
younger generation participation through cultural change.

Privacy and
Information Sharing
Strategies
1. Balanced Approach – Privacy
and Information Sharing

Information sharing strategies are governed not only by FOIPPA, but also are impacted by the
culture of government in the way it manages its information at both the ministry and employee
levels. Specific elements of FOIPPA such as limitations on collection; use and disclosure of
information; the inability for the individual to consent to the collection of their information; and the
restriction on accessing and holding personal information outside of Canada, are barriers to moving
forward on B.C.’s transformational agenda.
A new and balanced approach to information sharing and privacy is required to support Citizens @
the Centre. This approach represents a significant cultural shift from an environment where: 1)
information sharing is limited and inconsistent; 2) government business operates in silos; and 3)
accessing government information requires a formalized process that is burdensome to government
and the public. Government must shift to an environment where information is viewed as a valued
resource, appropriate information sharing is facilitated, ministries and employees adopt an
integrated, collaborative approach to resolving issues as they arise and government transparency is
increased by making information easily accessible and more readily available.

Privacy and Information Sharing

The way in which B.C. government delivers services and interacts with
citizens has changed significantly since the Freedom of Information
and Protection of Privacy Act (FOIPPA) was passed in 1992. Even greater
changes are expected as government pursues the strategies laid out in
Citizens @ the Centre. FOIPPA is based on two principles – individuals
have a general right to privacy, and the public has a right of access to government information
except in limited and specific circumstances. FOIPPA applies to a broad range of government and
public sector agencies and establishes a detailed framework for privacy protection and information
accessibility.
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Strategy 1: Balanced Approach - Privacy and Information
Sharing
Links to Citizens @ the Centre: Citizen Participation and Self Service
For innovative service delivery that addresses emerging needs of citizens, government needs to
develop an electronic service delivery environment that enhances information sharing while
maintaining legislative compliance.
Key Actions Supporting the Strategy:


Establish senior government executives as champions of the
cultural shift and action change plan



Amend policies and legislation that are a barrier to information
sharing, and develop and implement policy required to support
citizen-centred services

Spring 2011



Implement all business, program and systems changes required
to support any legislative changes that may occur

Winter 2011

Privacy and Information Sharing

Fall 2010
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Identity Information Management
To support increased online citizen self-service and citizen participation,
governments must have a trusted and repeatable way of assuring
identity information over the Internet. The solution must be easy and
convenient for citizens to use and must not be delivered at the
expense of citizens’ privacy.
Establishing trusted identities, also known as Identity Information
Management (IDIM), includes the principles, practices, policies,
processes and procedures that are used to manage identity
information and realize desired outcomes concerning identity. It
includes:




the identity roles and privileges for people, both as users of
information systems, and as the clients whose data is recorded
in the information system. It includes processes that address
questions such as: “Who are you?”; “How do I know it’s you?”
and, “What are you allowed to do or see?”
the issuance of authentication credentials (e.g., User IDs, smart
cards, tokens) to reliably and repeatedly identify individuals
when they access services and information.

Identity Information
Management
Strategies
1. Establish Corporate
Trusted Identities Services
2. Establish Corporate
Provisioning Services for
Identities and Roles
3. Develop an Identity
Federation

Many jurisdictions are looking at authentication, information sharing and privacy legislation. The
U.S. General Services Administration has just released a National Strategy for Trusted Identities in
Cyberspace. The strategy describes the detailed steps required to implement an identity ecosystem
where individuals, organizations, services, and devices can trust each other because authoritative
sources establish and authenticate their digital identities.
The European Union, the UK, New Zealand and Australia have all conducted significant reviews,
which have resulted in various changes to legislation, policies, organizational roles and
responsibilities, and electronic authentication.
B.C. is at the forefront of enabling online citizen access to government services using high assurance
digital identities. The current CareCard initiative, led by the Ministry of Health Services, is exploring
how to apply advanced smartcard technology to allow the government to issue electronic
credentials, much as it does driver’s licenses. With the right policies and privacy-enhancing
technology in place, these cards can work as trusted electronic authentication credentials to provide
reliable and credible identification for other public and private sector organizations. This is an
exciting step on the road to transforming and modernizing the B.C. government.

Identity Information Management

The emerging trend in trusted identities is a move towards “claims
based” identity management, a direction which offers a privacy-friendly
way for citizens to control the use of their identity information in the
online world, and do so in a way that is backed by trusted authorities.
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There is growing demand from citizens and businesses for convenient and transparent online
services from government. B.C. needs an identity management solution to meet this demand.
Prevalent solutions like OpenID do not provide sufficient identity assurance to enable access to high
value services, such as health care. B.C. requires high quality (or multi-factor) authentication linked
to high quality identity proofing. However, these solutions are expensive to implement and, if
delivered the wrong way, can result in privacy violations or further entrenchment of government
silos. Therefore, a corporate, holistic approach must be developed to leverage existing
infrastructure, maximize value for money and ensure that government goals and citizens’ needs are
met.
True service and business innovation also requires government workers to collaborate with service
delivery partners and to have access to the information they need, wherever it may reside. This
level of collaboration requires two things:



Corporate provisioning services – includes high quality identity proofing, and standardized roles
and entitlements for the extended government workforce.
Identity federation – must be scalable and trusted which involves the sharing of identity
information across otherwise separate security domains, and will extend the scope of what
government employees can access. The B.C. government must be able to federate and
collaborate with its service partners across the B.C. broader public sector, other jurisdictions
and the private sector.

Only with these two elements in place will services be transformed in a sustainable and cost
effective way. The B.C. government is already exploring ways to make this happen with key service
partners (e.g., health authorities, crown corporations). A successful model will reduce the number
of identities and roles that each organization needs to manage, while appropriately placing these
responsibilities with the organization in the best position to be an authority on a credential holder’s
identity and roles. Alignment and interoperability are required to ensure a smooth process and a
high level of assurance in the identification process.





Identification of individuals must be justifiable and proportionate;
Privacy and security must be respected in delivering online services; and
Identity Information Management for government employees is consistent and integrated with
the identity information management services for citizens.

Identity Information Management

There are three key principles that underpin B.C.’s trusted identities strategy:
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Strategy 1: Establish Corporate Trusted Identity Services
Links to Citizens @ the Centre: Citizen Participation, Self Service and Business Innovation
Delivering on this strategy is a pre-requisite for ensuring high value online services are available and
attractive to citizens and businesses. Corporate identity services are also necessary for the
government workforce and will be built to be consistent and integrated with the citizen solution.
Key Actions Supporting the Strategy:


Establish a corporate service (and cost recovery model) with
single authority and a clear mandate to deliver Identity
Information Management services

Winter 2010



Start smart card project and leverage for other government
initiatives that require corporate identity; develop policies to
support the issuance of a government access card

Winter 2010



Issue the first smart government services access card to citizens

TB Decision*



Re-platform and extend the corporate authentication service for
external users (BCeID) to support the use of the government
access card and identity protection services

TB Decision*



Issue the first smart government access card to government
workforce

TB Decision*

Treasury Board Decision* - timelines will be known after Treasury Board submission and decision is finalized.

Strategy 2 – Establish Corporate Identity and Role Provisioning
Services

Delivering on this strategy will streamline adoption of entitlement management and employee selfservice. It is a pre-requisite for enabling trusted information sharing between government workers
and, by extension, business innovation.
Key Actions Supporting the Strategy:


Publish corporate provisioning architecture



Define clear authorities, related accountabilities and standards
for identity, roles and authoritative sources of information

Spring 2011



Build corporate provisioning capability for first tenant

Spring 2011



Extend corporate provisioning capability to facilitate onboarding of all government and broader public services

Fall 2010

Summer 2012

Identity Information Management

Links to Citizens @ the Centre: Business Innovation
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Strategy 3: Develop an Identity Federation
Links to Citizens @ the Centre: Self Service and Business Innovation
Identity federation lays the foundation for both business and service innovation by breaking down
system barriers between organizations and allowing them to work as true partners in the delivery of
integrated services to clients. It supports the citizen-centric view enshrined in Citizens @ the Centre
by enabling the reuse of previously established high assurance identities.
Key Actions Supporting the Strategy:


Establish identity federation including B.C. Health Authorities
and core government (IDIR)



Extend identity federation to include broader public sector
entities

Fall 2011



Extend corporate authentication services (BCeID) to include a
hosted federation service

Fall 2011



Collaborate with other Canadian jurisdictions to develop panCanadian identity management strategies

Fall 2012

Identity Information Management

Spring 2011
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Strategic Procurement

Strategic Vendor Relationship
Government has traditionally procured goods and services by providing
detailed requirements to the open market, then evaluating submissions
from vendors who bid on the opportunity. There is little, if any,
collaboration between the parties and a limited ability to amend the
resulting contract to meet changing business contexts or needs.
In early 2000, a shift in procurement practices began with a new
procurement approach for large-scale IM/IT and business process
outsourcing contracts. Rather than a fixed request and a fixed
proposal, the province engaged in an iterative process to leverage the
expertise in the private sector and co-develop a solution to the
business need. The goal in undertaking this joint solutioning process
was to:





Strategic Procurement
Strategies
1. Evolve IM/IT Strategic
Vendor Relationships

drive financial benefit for both parties;
maintain or enhance service levels;
increase private sector involvement in the delivery of services,
allowing the government to focus on core business; and
support economic development by attracting global firms to B.C.

Strategic Procurement

Though the commitment to increase private sector involvement in delivering government services
has delivered significant benefit, there is a growing sense that government could achieve more value
for its overall investment in IM/IT. This is especially true for long-term contracts where a “point-intime” solution cannot easily respond to shifting business needs or allow government to adopt
emerging technologies.
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Evolving IM/IT Strategic Vendor Relationships
1

2

Traditional contract services
• Funding flows to vendors
• Services are provided to
organization

3

Creating a Strategic Vendor
Relationship (SVR) is about
moving the relationship
above the line.

4

In successful SVRs, the
relationship is not managed
by the Operations Contract
Manager.

Government

3

Two-way flow of
Intellectual Capital

Vendor/Service Provider

4

Strategic Relationship

• Research & Development
• Product Development
• 2-5 years out

Strategic
2
3
Tactical

Operations Contract
• Funding
• Services
• Hardware
• Software

1
Services

$

• Services
• Hardware
• Software

The Office of the Chief Information Officer, at the request of the Deputy Ministers’ Committee on
Transformation and Technology (DMCTT), has undertaken an initiative to review government’s
approach to large-scale IM/IT contracts through discussions with both senior government leaders
and the vendor community. The goal is to understand the successes, challenges and, most
importantly, the opportunities in government’s portfolio of alternative service delivery contracts.





Policy challenges and opportunities;
Institutional behaviors aiding or impeding extraction of maximum value from ASD deals; and
An operational framework and procurement approach to ensure maximum benefit from the
ASD process from concept to completion.

Strategic Procurement

The report generated from these findings will support a DMCTT sub-committee of Assistant Deputy
Ministers charged with setting the vision for a strategic approach to Alternative Service Delivery
(ASD), procurement and relationships with our vendors. Recommendations will be focused in three
key areas:
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Strategy 1: Evolve Strategic Relationships with IM/IT Vendors
Links to Citizens @ the Centre: Self Service and Business Innovation
Enhancing the government’s relationship with key vendors will lead to more agility in responding to
new needs, or making full use of emerging technologies. In turn, this will lead to better service for
citizens and increased innovation across the public service.
Key Actions Supporting the Strategy:


Develop an IM/IT Strategic Vendor Relationship model which
reflects the findings of ASD review and direction of DMCTT



Secure relationship management skills and competencies to
drive the Strategic Vendor Relationship model as approved by
DMCTT

Summer 2011



Implement the IM/IT Strategic Vendor Relationship model as
approved by DMCTT

Winter 2011

Strategic Procurement

Spring 2011
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Network

Network technologies and related services are foundational to all online
services. The continued explosive expansion and evolution of the
Internet has supported the development of radically new online
communications and related service delivery capabilities.
Networks are an integral part of the move towards unified
communications and the widespread adoption of wireless
networking. Unified communications is the integration of real-time
communication services such as instant messaging, telepresence
information, telephony - Voice over IP (VoIP), video conferencing,
call control and speech recognition with non-real-time
communication services such as unified messaging (voice mail, email, SMS and fax). Unified communications help organizations to
streamline information delivery and ensure ease of use. The
increasing provision of wireless networking environment is
facilitating the use of mobile devices in many form-factors and the
ability of users to work from almost any location.
Migration to an Internet Protocol enabled next generation
“intelligent” network is on the horizon. Most large organizations are
converting to applications that run over Internet Protocol (IP) and
are moving their separate voice, video and data networks onto a
common IP platform.

Network Strategies
1. Expand Core Network
Capacity
2. Extend Foundational
Network Technology
3. Integrate Mobility (wireless
LAN and cellular) into the
Core Network Model
4. Migrate Voice Services to
VoIP Enabled Infrastructure
5. Support Unified
Communications Integration

Another major business trend is telepresence, which takes videoconferencing to a new level. It works by using ultra-high definition video
and life size screens to create the believable impression that everyone is
meeting in the same room.

B.C.’s Data Network

Network

Shared Services BC (SSBC) is responsible for all Wide Area Network (WAN) connectivity and routing
within the provincial network, SPAN/BC. This includes over 4000 client access routers and circuits,
and more than 120 WAN backbone routers and circuits to major Regional Network Centres (RNCs)
serving the urban, rural and remote communities of B.C. Additionally, SSBC provides Local Area
Network (LAN) services (wired and some wireless) in all 700 government offices around the
province and the metropolitan area network in Victoria.
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B.C.’s Voice Network
The Voice Network (commonly referred to as ProvNet) enables government ministries and broader
public sector agencies to securely communicate and share information cost effectively. Accessible
BC Voice Services throughout B.C. include, but are not limited to, telephone equipment and
systems, local and long-distance telephone service and automated call-processing services. The
service utilizes over 40,000 end voice circuits.

Network Opportunities and Challenges
People who use the network are increasingly leveraging Web 2.0 two-way communications and next
generation near real-time network applications. These applications have rich content capabilities in
various forms: text, voice, audio, video, rich multimedia and desktop sharing, which require high
bandwidths. People expect network access to be fast and reliable - an expectation that can only be
met by an ever more capable network infrastructure. The industry is responding to this challenge by
moving the core network infrastructure to 100 gigabits, and incorporating the next generation
features and services.
People who use the network are also using it to do more things which means it reaches into more
places, or put differently, connects with greater numbers of Internet enabled devices. The growth in
Internet enabled devices has exposed something that Internet experts have known for years - that
the growth of the Internet would eventually lead to the exhaustion of the available address space.
The solution to the problem is to migrate from IP version 4 addresses to IP version 6 addresses. The
industry is responding to this by implementing IP version 6 address capabilities in most of the
network products being produced.

The Public Switched Telephone Network (PSTN) which was designed to support reliable transport of
voice traffic is being supplanted by the Internet. To deal with this shift it is clear that network
providers will have to transition from legacy voice technology to VoIP technology which was
invented to carry voice over IP networks such as the Internet. Although voice is perceived as just
another application data stream to be added to the rest of the traffic on the IP backbone, its
requirements for low latency and high availability present a fundamentally new challenge for IP
network architects. In spite of the foregoing, VOIP promises to deliver a number of benefits such as

Network

Network consumers are moving away from the traditional LAN which is based on wired technology
to wireless LANs and technologies that provide cellular/mobility integration. The eventual result of
this direction will be ubiquitous and seamless network coverage for workers on the move, roaming
in government buildings, visiting customers, working from home or simply working at their desk.
Telecommunication suppliers are providing coverage beyond the traditional workspace by building
out wireless LANs and tying them in with networks, such as 3G, HSPA, the LTE cellular network, or
public WiFi hotspots, and broadband connections to the home through remote access services.
These wireless services will need to meet or exceed the performance and security levels of the wired
networks which they extend. Given the inventory of wired infrastructure in buildings today, most
wireless deployments will be incremental and additive – overlays to the existing wireless
infrastructure and wireless only deployments will be primarily for new installs or major upgrades.
There will remain a need for a robust and capable wired backbone for these wireless solutions to
connect into.
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much lower ongoing costs, a rich set of features and a natural tie into Unified Communications (UC).
Since the average duration of a migration to VoIP for a large organization is 5 years, it is inevitable
that both legacy voice and VoIP services will need to co-exist in large network environments.

Network

Unified Communications is loosely defined as the convergence between real-time and non-real time
communications (i.e., audio, video, telepresense, instant messaging, e-mail, voice mail, social
software, etc.). Its promise is to make workers more productive by streamlining information
delivery and facilitating collaboration in the work place. UC’s large scope is creating market place
confusion since vendors who normally don’t compete with each other are now emerging in the
same UC market-place. In particular, traditional telecommunications or network infrastructure
vendors are now competing against traditional software vendors (i.e., telcos or Cisco vs. Microsoft
or IBM). It is too early to tell how this marketplace will evolve, and for this reason organizations
investing in UC are keeping their options open by incrementally building the components of UC
within their organizations as it makes market, technology and business sense to do. As part of its UC
strategy, the government of B.C. plans to implement telepresense rooms in Victoria and Vancouver
and later in major regional centres.
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Strategy 1: Expand Core Network Capacity
Links to Citizens @ the Centre: Citizen Participation, Self Service and Business Innovation
To be successful, the plans for increased online data sharing with citizens, increased online services
and improvements to the corporate intranet must be supported by a network that has the capacity
and reliability to meet the service level expectations of citizens and employees.
Key Actions Supporting the Strategy:


Continue to aggregate and leverage provincial public sector
telecommunications demand through the current Strategic
Telecommunications Services Procurement (STSP) to achieve
agility in services and support evolving needs of delivering
government services

STSP*



Architect the next generation network to have the ability to
create virtual or private zones within a common network
architecture for ministries and other entities providing additional
security and isolation

STSP*



Enhance Internet WAN capacity and security for Internet facing
government and educational sector business applications

Winter 2010



Wireless integration between government’s traditional data
network into the cellular mobility world to extend remote access
networking capabilities for remote workers

Spring 2011



Plan and start implementing IPv6 IP addressing for the network
(including acquiring an IPv6 IP address block for all current and
future government devices)

Fall 2011

Network

STSP* - timelines will be known at the completion of the Strategic Telecommunications Services Procurement project.
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Strategy 2: Extend Foundational Network Technology
Links to Citizens @ the Centre: Citizen Participation, Self Service and Business Innovation
The underpinnings of the network must be extended to support the vision for how government
operates in the future in terms of service delivery and in providing a flexible work environment.
Key Actions Supporting the Strategy:


Leverage the current STSP to ensure the new network has the
architectural elements and standards required to support highspeed capacity fiber optic network circuits, high availability,
virtual private networks, and traffic prioritization

STSP*



Redesign the network backbone to support the next generation
of network services (e.g., segmenting network traffic, managing
remote network access, VoIP, QoS, SIP)

STSP*

STSP* - timelines will be known at the completion of the Strategic Telecommunications Services Procurement project.

Strategy 3: Integrate Mobility (Wireless LAN and Cellular) Into
The Core Network Model
Links to Citizens @ the Centre: Business Innovation
Establishing a flexible workplace is a key component of Citizens @ the Centre’s vision, and this
strategy supports that by allowing mobile workers to remain connected.
Key Actions Supporting the Strategy:


Leverage the current STSP to ensure the migration of data and
voice from the wired to the wireless network world (e.g.,
wireless LAN and cellular) has minimal barriers to entry and
switching, and lowest usage fees

STSP*



Support and integrate new technologies required for WiFi, and
seamless roaming between LAN and mobile wireless network

Summer 2011



Support for Network Access Control for security enforcement

Summer 2011



Support seamless roaming between wireless LAN and Cellular
infrastructure for voice and data services and integrate into the
core network service offering

Spring 2012

Network

STSP* - timelines will be known at the completion of the Strategic Telecommunications Services Procurement project.
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Strategy 4: Migrate Voice Services to VoIP Enabled
Infrastructure
Links to Citizens @ the Centre: Self Service and Business Innovation
VoIP is required if government is to meet fully citizens’ expectations for online services and to
enable employees’ innovation.
Key Actions Supporting the Strategy:


Leverage the current STSP to ensure the evolution of voice
service onto the IP network supports a cost effective and an
incremental migration path

STSP*



Leverage next generation IP based voice services for interactive
voice response, voicemail, and automatic call distributor service
architectures

STSP*

STSP* - timelines will be known at the completion of the Strategic Telecommunications Services Procurement project.

Strategy 5: Support Unified Communications Integration
Links to Citizens @ the Centre: Citizen Participation, Self Service and Business Innovation
This is a rapidly evolving space and government must ensure it is positioned to integrate and evolve
Unified Communications (UC) components quickly in order to meet citizens’ expectations in the
online world and to continually improve services and business processes.
Key Actions Supporting the Strategy:


Leverage the current Strategic Telecommunications Services
Procurement to ensure the network service bundles do not
preclude access to or cost prohibit access to UC based solutions



Open 4 telepresence rooms (2 in Vancouver, 2 in Victoria)



Deploy UC gateway pilot



Add telepresence rooms in 8 regional centres, subject to an
evaluation

STSP*

Fall 2010
Winter 2010
Summer2012

Network

STSP* - timelines will be known at the completion of the Strategic Telecommunications Services Procurement project.
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Web 2.0 / Gov 2.0





Many people bypass government websites for assistance or information; instead they use
popular search engines or social media platforms.
Not everyone uses a desktop PC during regular working hours; many now work on other
platforms, mobile devices or use other applications to conduct their affairs virtually.
Not everyone intuitively learns through the written word and text on the page; many rely
equally on online multimedia tools to help illustrate and interpret information.

Web 2.0 / Gov 2.0

Web 2.0 technologies include the use of rich multimedia web
applications, wikis, social media tools, blogs, video-sharing, site
searching, mash-ups, tagging and support for mobile applications.
Gov 2.0 is defined as a derivation of Web 2.0. Most Gov 2.0
implementations are focused on open and proactive disclosure of
Web 2.0 / Gov 2.0
information and data and the support for a rich two-way
Strategies *
communication or collaboration experience via the Internet. Gov 2.0
is being used to enhance access to government services, lower the
* “The Citizens @ the Centre: Gov
costs of government and improve the web interactive experience with
2.0 Strategy” describes the broad
government.
shifts government will undertake
to enable business and service
Many governments around the world are leveraging web-based
transformation in the B.C. Public
technologies to increase the number and quality of the online service
Service. Supporting these shifts
options available to their citizens. In most Canadian public sector
are the sector-based Technology
jurisdictions, individual government departments offer their own
and Transformation planning
online services - the majority of which are purely informational.
process and specifically the work
Online government services that are transactional tend to be either
of the Service Sector, who will be
automated applications or forms (such as applying for student loans,
developing an implementation
government jobs or changing a mailing address) or paying for
plan for many Web 2.0/ Gov 2.0
government services. The next generation of online government
aspects of the Strategy.
services will require a more sophisticated identity solution to address
privacy and security concerns. High assurance digital identities will
Strategies and related
enable more interactive services that better meet the needs of
implementation plans will be
citizens.
published after the Service Sector
The BC Public Service is committed to transforming its services and is
completes their Technology and
pursuing an enhanced online presence, both on the Internet and the
Transformation planning.
intranet. To really connect citizens and employees, it is not enough to
take existing services and make them available online on a
government web-site. There must be “no wrong door” and a service
must be logical to find, understandable and consistent to use, and
recognize the technological resources of the user. Additionally, the right tools must be available to
enable public servants to connect, communicate and work effectively on a corporate basis.
Deployment of tools and services must recognize:
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Conversations about government’s policies and programs are also taking place online using social
media/Web 2.0 tools. The BC Public Service needs to contribute to these discussions to establish a
trusted voice, build relationships with key influencers, manage strategic messages online and remain
credible in this new social world. The B.C. government has started to use public-facing social media,
including Yougottabehere.ca, H1N1 information on Twitter and Facebook, Kelowna Fire information
on Twitter and Facebook, The Living Water Smart blog and The Citizens’ Conservation Council blog.
Whether used to connect with employees or the public, the next generation government sites (Gov
2.0) leverage the best of the Web 2.0 collaborative tools, such as social media. This provides the
opportunity to use a range of “cool” features and services, but the true measures of success for B.C.,
and any Gov 2.0 site, are simple:
Was the site easy to find and use?
Did the user find what they were looking for?
Did the experience save time and provide value?

Adapted from http://blogs.zdnet.com/Hinchcliffe

Web 2.0 / Gov 2.0
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Web 2.0 / Gov 2.0

Government 2.0 is about leveraging Web 2.0 for the benefit of the citizens, candidates, and the
public service to improve communications, expand communities of interest, and break down
traditional information flow boundaries. This new multi-dimensional information flow will change
the way governments interact and operate with, and for, citizens and businesses.
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Standards and Guidelines

In any large organization, IM/IT architecture and standards are critical in
delivering compatible, interoperable and cost-effective information
technology services. In the BC Public Service, IM/IT architecture and
standards are vetted through a cross-government review board
(Architecture and Standards Review Board), to ensure a crossStandards and
government perspective and that cost, implementation and other
Guidelines Strategies
challenges are surfaced and addressed prior to implementation. One
of the guiding principles is to use solutions that leverage corporate
architecture and standardized tools, as this maximizes reuse and
1. Establish Open Source
return on investment.
Solutions Guidelines

Open Source Solutions
Open Source solutions present a non-traditional way to develop and
deliver software solutions. These solutions, under the right
circumstances, can be viable alternatives to traditional commercial
service offerings. Open Source software is developed and maintained
through peer collaboration and the resulting source code is made
available freely.
Open source software has changed the way some jurisdictions
evaluate and acquire software. For political and/or philosophical
reasons, some jurisdictions have decided to give open source
solutions a special status. Motivations for this can include attempts by
other jurisdictions to reduce the cost of commercial offerings or to
escape vendor “lock-in” situations that some organizations experience.

2. Deliver Open Data and
Open Information
Standards
3. Deliver Corporate Content
Management Standards
4. Establish Corporate
Integration Services
5. Establish Corporate
Approaches to the
Development of Services
and Solutions

Open Data
Open Data, the practice of sharing public data such as government records through digital means
over the Internet, is an adjunct to Gov 2.0. It is a critical component of providing greater access to
public sector information and allows people to access, analyze and re-use the data to meet their
specific needs and objectives.

Standards and Guidelines

The BC Public Service encourages the consideration of Open Source software and solutions, and
affords Open Source equal standing with traditional commercial offerings. When Open Source
solutions are considered, the total cost of support and ownership should be included in the
evaluation.
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Many jurisdictions have implemented open data websites and continue to enhance the offerings,
often in spite of pressing economic concerns 1. In the United Kingdom, a site is dedicated to
providing detailed information regarding the work of UK parliaments and assemblies. Closer to
home, the City of Vancouver’s Open Data Catalogue is designed to enhance citizen engagement,
improve public service delivery and foster technological innovation.
Specific benefits reported include:





more effective and efficient use of common resources
increased civic engagement
improved citizen education
governments becoming more accountable and transparent

Open data and open information governance, architecture and standards are required to support
the vision of citizen participation, self-service and business innovation.

Open Data Model
Principles --- Standards --- Policy --- Guidance --- Architectures

Transparency

Governance

Transformation

Engagement

AppBC.ca

OpenBC.ca

Other Data Stores

Citizens

Gov’t User

Other App Stores

The Open Data model shows the free flow of information to and from the organization with
interested parties.

Information Discovery and Quality
The Internet and the workplace have the capacity to deliver an overwhelming volume of
information, stored in various local drives, file shares, email systems and legacy document stores.
1

2008 Digital States Survey, where respondents indicated that reduced state budgets had a minimal effect on high government technology
priorities.

Standards and Guidelines

Developer
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There is no longer a lack of information, but there are often difficulties in searching, and in being
confident in the quality and integrity of the data. Organizations are looking to impose order through
Content Management (CM) which is an important component in Open Data. More than 80% of an
organization’s information is comprised of unstructured data; Enterprise Content Management will
fundamentally transform the way we think about our unstructured data. Key issues to be addressed
are how to deliver the information so that privacy and security requirements are met, and how to
protect the information and ensure it is delivered to the right target.

Integration Services
Today, solutions within B.C. ministries often create information and process silos that limit sharing
and reuse. As the BC Public Service and its partners move towards increased information sharing
and integration, there is a growing need for a common policy, governance and accountability
structure to ensure the privacy of citizens is respected and the business of government is optimized.
Addressing these issues will require three integration strategies: information sharing, corporate
services registration, and process management.

Standards and Guidelines

One of the B.C. government’s key initiatives for integrated services is the Information Access Layer
(IAL). IAL is a set of common provincial services that enable secure and appropriate information
sharing between various connected systems across multiple organizations. The IAL has two primary
objectives: information sharing and protection of privacy.
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Development and Solutions Standards

Standards and Guidelines

The proliferation of commercial-off-the-shelf and custom built IM/IT solutions in all large
organizations is a reality. Effective management of this ever growing pool of increasingly more
complex solutions must balance specific business needs, corporate standards and solutions, and the
total cost of ownership. There is a need to maintain and extend core services and ensure ministry
alignment with corporate standards.
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Strategy 1: Establish Open Source Solutions Guidelines
Links to Citizens @ the Centre: Self Service and Business Innovation
This strategy directly supports service innovation by including a greater variety of software that will
result in the most appropriate solution being selected to meet business needs.
Key Actions Supporting the Strategy:


Publish open source solutions guidelines

Winter 2010

Strategy 2: Deliver Open Data and Open Information Standards
Links to Citizens @ the Centre: Citizen Participation and Self Service
This strategy directly supports citizen participation by setting the required standards for open data
and open information.
Key Actions Supporting the Strategy:


Develop open data standards and guidelines



Publish open data architecture

Spring 2011
Fall 2011

Strategy 3: Deliver Corporate Content Management Standards
Links to Citizens @ the Centre: Citizen Participation and Self Service

Key Actions Supporting the Strategy:


Establish a corporate content management architecture

Fall 2010



Establish content management standards and guidelines

Spring 2011



Establish guidelines to implement new more effective ways of
searching and accessing content securely



Establish a corporate content management capability

Fall 2011
Spring 2012

Standards and Guidelines

Content Management is an important component in Open Data and Information Sharing and will
enable ministries to work together more effectively by increasing the ability to find and share
information securely.
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Strategy 4: Establish Corporate Integration Services
Links to Citizens @ the Centre: Self Service and Business Innovation
A corporate policy, governance and accountability structure is required to enable secure and
appropriate information sharing and to enable government to quickly adapt to changing business
needs.
Key Actions Supporting the Strategy:


Establish standards and architectures for business process
management tools



Establish standards for Information Access Layer (IAL) usage



Establish a corporate capability, including a services registry, for
programs to re-use existing service and IM/IT assets



Publish the application integration architecture and standards

Winter 2011



Deliver the IAL design and associated service level requirements

Spring 2012

Spring 2011
Summer 2011
Fall 2011

Strategy 5: Establish Corporate Approaches to the
Development of Services and Solutions
Links to Citizens @ the Centre: Business Innovation
Corporate approaches are required to support the Gov 2.0 direction of promoting an organizational
culture of process and technology innovation.
Key Actions Supporting the Strategy:
Establish a more effective funding model for developing
corporate capabilities



Establish a guidelines and standards for determining appropriate
use of corporate solutions

Winter 2010
Summer 2011

Standards and Guidelines
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3. SUPPORTING ENABLERS FOR CITIZENS @ THE CENTRE
Citizens @ the Centre: B.C. Government 2.0 identifies a series of primary
IM/IT enablers. Additional supporting foundational enablers required to
complete the IM/IT corporate architecture are included.

Supporting Enablers
 Flexible Work Tools
 Hosting
 Information Security
 Connectivity

Supporting Enablers

Success with these IM/IT enablers will come through acknowledging
the need for cultural change, and embracing innovative ways of
delivering services.
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Flexible Work Tools

Many organizations are evaluating how to meet employees’ demands for
increased flexibility in their work tools. In the traditional model, work
tools such as smartphones, laptops, desktop computers are all employer
selected, configured, owned and maintained. Most employees in both
public and private sectors carry multiple devices and use them for
both personal and work-related tasks. Employers are beginning to
recognize that keeping separate devices for work and personal use is
not practical or sustainable and are beginning to look at alternative
options: giving employees the option to choose and purchase their
own device, which may be funded in whole, part or not at all by the
employer. These personally-owned devices will be the responsibility of
the employee to maintain and kept current to meet corporate
standards.
A select group of private companies have been instituting voluntary
bring-your-own-computer/laptop programs (also known as BYOC,
BYOL, or BYOPC) that conditionally allow every employee to choose
and purchase their own primary work computers and/or mobile
devices.

Flexible Work Tools
Strategies
1. Continue to Improve the
Government Workstation
Solution
2. Prepare to Support NextGeneration Devices

It is evident that organizations will need to address these next generation
devices as they continue to become more pervasive in both work and
personal life.

The BC Public Service is committed to providing a useable desktop solution that is configured to
deliver maximum value to the employee. It is anticipated that this will include leveraging trends in
desktop virtualization and support for device convergence (e.g., smart phone and desktop
functionality merging into a single device).
Significant shifts are expected in client devices. Employees expect computing environments that
allow them to carry out their jobs in a convenient, efficient, collaborative and secure manner. Many
are looking for flexibility and agility in IT choices such as “trading-up” quickly to make use of next
generation wireless client devices and using their own computers and handheld devices for work. It

Flexible Work Tools

In the BC Public Service, Microsoft Windows based workstations, laptops, and handheld Blackberrys
are the primary client access devices used by government employees. In December 2004,
government’s workstation delivery and support services were outsourced to IBM Canada Ltd., with a
contract that runs until 2015. These managed services include desktop application and workstation
services and support. As part of the contract, government employees are provisioned with the
latest hardware, operating system and applications (known as a “refresh”) every three years.
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is anticipated that there will be increased pressure to allow some of these new devices and other
non-government workstations to securely connect to the government network and servers.

Flexible Work Tools

Client devices play a part in the larger pursuit of public service transformation. The Public Service
Initiative has a goal of enabling employees to work more effectively, recognizing that there is a
blurring of home and work life. Employees need to have the ability to work in mobile environments,
and choose the device that helps them be most productive. This vision for cultural change is
addressed in the Corporate HR Plan, Being the Best. However, there are still technical, securities and
policy challenges that need to be addressed in this area such as making sure employees can access
the programs they need, and ensuring that information continues to be protected and Freedom of
Information requirements are being met.
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Strategy 1: Continue to Improve the Government Workstation
Solution
Links to Citizens @ the Centre: Business Innovation
Most employees use workstation services every day and the tools have an enormous capacity to
impact a person’s productivity and outlook. Making sure that the tools are well tuned is part of
creating the right work environment for employees to be innovative.
Key Actions Supporting the Strategy:


Launch a limited pilot for Windows 7 and Office 2010 for the
ultra mobile user



Leverage the strategic relationship with IBM to deliver the next
generation workstation solution for Upgrade 3

Spring 2011
Fall 2011

Strategy 2: Prepare to Support Next Generation Devices
Links to Citizens @ the Centre: Business Innovation
This strategy targets the Gov 2.0 commitment to give employees access to new tools, supporting
mobile workers, and making the workplace more flexible.
Key Actions Supporting the Strategy:


Develop policy and guidelines to support staff in selecting the
most appropriate device to meet their business needs

Winter 2010



Design the infrastructure required to support a spectrum of
computing devices including but not limited to: smartphones
(Apple, Rim, Android, Symbian, etc.), e-readers (iPad, Kindle,
etc.), and tablet PCs/laptops (MacBooks, ThinkPads, etc.)

Spring 2011



Develop a security architecture to support the use of personal
devices for work

Spring 2011



Pilot and evaluate a “Bring Your Own Device” service

Flexible Work Tools

Summer 2011
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Hosting

Two significant trends in data centre services include greening the data
centres and leveraging virtualization.



Green data centres - new data centre facilities are being
constructed to meet the goals of improved cooling and power
efficiency models.
Virtualization – describes the creation of a “virtual” (rather than
an actual) version of something and in the data centre extends to
servers, storage devices and network resources. At the data
centre level this allows for significant economies of scale to be
realized.

An emerging technology trend in the hosting domain is the move to
cloud computing. Large pools of technology components are
connected, in private or public networks, to deliver hosted services
over the Internet outside of the organization’s secure network.
Services are billed by consumption (pay-per-use or on-demand). It
allows an increase in capacity or the addition of capabilities quickly
without having to invest in new infrastructure, train new personnel, or
license additional software.

Hosting Strategies
1. Evolve Data Centre Services
2. Leverage Cloud Computing
Services

The US Federal, Japanese and UK governments are all committed to
moving towards cloud computing solutions. Expected benefits include
on-demand self-service, ubiquitous network access, location independent resource pooling, rapid
elasticity, and pay-per-use capability.

Over the last 15 years, the majority of business software applications housed within the data centre
have moved from a few, large mainframes to a large number of low and mid-range servers. The
government’s server deployments have mirrored this trend. Cloud computing is likely to trigger a
similar scale of platform change, with a significant number of applications poised to move into the
“cloud.” As this is a new market space, it is hard to predict the pace of change. However, when
cloud based computing services are mature enough, the change will likely follow server and
application refresh cycles. It is clear that cloud based services are building to be another major
paradigm shift IT services landscape.

Hosting

In 2005, the BC Public Service found, like many other large organizations, that rapidly expanding IT
business needs exceeded its primary data centre’s floor-space, cooling and electrical capacity. There
was an urgent need to address the shortfall of the 4000 Seymour facility and an alternative service
delivery approach was adopted. In 2009, HP Advanced Solutions won the contract to provide the
government with hosting services for a 12 year term, and data centre services for a 15 year term.
This is a strategic partnership covering core hosting and data centre services which are mainframe
and mid-range servers, storage, back-up and various application services.
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Cloud computing offers a unique opportunity to support service transformation and business
innovation by providing agility, rapid elasticity, lower costs, and pay-per-use capability. There are,
however, some potential risks that need to be considered: lack of control, reliability, security and
privacy, and being locked-in to a contract.

Hosting

There are two distinct offerings: private and public cloud computing. Private cloud computing lies
behind a corporate firewall and this effectively limits access to the services. Private cloud
computing will only be able to offer a subset of the services provided by the public cloud. Public
cloud computing is openly available via the Internet. Also, public cloud computing supports greater
economies of scale and potentially a lower price for same services than the private cloud.

*Benefits and Potential Risks diagram adapted from http://blogs.zdnet.com/Hinchcliffe
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Strategy 1: Evolve Data Centre Services
Links to Citizens @ the Centre: Citizen Participation, Self Service and Business Innovation
Realizing the vision for the BC Public Service will require agility and flexibility. In many ways, the
data centre is the engine room of IM/IT and it too must be able to adapt and adopt new
technologies quickly to better meet business needs. A strong partnership is required with our
service provider to make that happen.
Key Actions Supporting the Strategy:


Work with HP Advanced Solutions’ research and development
team to define the next generation data centre services



Implement next generation data centre services

Spring 2012
Summer 2012

Strategy 2: Leverage Cloud Computing Services
Links to Citizens @ the Centre: Citizen Participation, Self Service and Business Innovation
Cloud computing potentially offers significant support for the transformational objectives of
government. However, it’s not without risks and these must be evaluated before cloud computing
is adopted as a hosting strategy.
Key Actions Supporting the Strategy:
Develop cloud computing guidelines, including appropriate use,
minimum requirements for service, security and privacy level
agreements

Spring 2011



Make public cloud computing services available

Winter 2011



Make private cloud computing services available

Winter 2012

Hosting



*Benefits and Potential Risks diagram adapted from http://blogs.zdnet.com/Hinchcliffe
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Information Security

Organizations are challenged by the increasing demands on information
security. This trend is expected to continue to stress the organization’s
ability to respond to their information security needs.
The easy exchange of information is a prerequisite for every
successful organization today. However, the same technologies that
facilitate this information exchange (e.g., email, Web, instant
messaging, etc.), the adoption of new technologies such as cloud
computing, social networking and collaboration tools, and the
proliferation of mobile devices, have created new information
security challenges for the enterprises that use them.

Information Security
Strategies
1. Enable a Secure
Gov 2.0
2. Improve the Security
Perimeter

The traditional approach of focusing IT security efforts on
strengthening the security of well-defined network perimeters no
longer works. Technologies such as Data Loss Prevention, Endpoint
Security, and Digital Rights Management are all emerging to address
this blurring of once well-defined network and security boundaries.
Many organizations are moving security controls away from the
network perimeter to the end-point devices and recognizing the critical
role of individuals in the security equation. The BC Public Service is
investigating the deployment of emerging technologies such as cloud computing to transform the
infrastructure and reduce the security perimeter.

The BC Public Service and other organizations realize the potential for utilizing social media tools.
However, the potential negative impacts such as liability for libel, privacy violations and damage to
brand recognition must be carefully understood. Many policies and standards for security in
government were developed and published in 2006 and it is time to ensure that the security
requirements in the policies and standards are implemented in government and the assurance level
is improved.

Information Security

B.C.’s citizens and employees expect their government to deliver services, including online services,
in a secure and trusted manner. They also expect government to create, share and protect their
information with the utmost care. The BC Public Service, like all large organizations that span
diverse geographic locations, faces significant IM/IT security challenges in meeting these
expectations. Added to this are the complexities of working with multiple service delivery partners,
in both the private and public sectors, to meet the needs of our varied client base.
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The B.C. Government’s vision for Citizens @ the Centre raises some security related challenges that
must be addressed:




increased direct access by citizens to government services add to the complexity of the
security model;
added breadth of services and touch-points increases vulnerability to cyber-attacks; and
increased volume of data being made available online necessitates increased alertness and
security to meet privacy obligations.

Information Security

Change in this arena is expected to continue and it is essential that government addresses these
security challenges and remains vigilant to ensure it can gain the benefits of Citizens @ the Centre.
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Strategy 1: Enable a Secure Gov 2.0
Links to Citizens @ the Centre: Citizen Participation and Self Service
Delivering on this strategy is a pre-requisite for ensuring the envisioned information sharing, legal
obligations and the security expectations of clients are met.
Key Actions Supporting the Strategy:


Develop security guidelines, policies and standards that support
securely providing services and information via the Internet



Implement the information security classification framework

Summer 2011



Standardize Security, Threat, and Risk Assessments, and improve
the tools that enable assessments

Summer 2011



Identify and address risks associated with the Gov 2.0
infrastructure (devices, network, servers and software) from a
holistic perspective

Spring 2011

Fall 2011

Strategy 2: Improve the Security Perimeter
Links to Citizens @ the Centre: Citizen Participation, Self Service and Business Innovation
Information security remains of critical importance to government. It is essential that the issue of a
dissolving network perimeter be addressed.
Key Actions Supporting the Strategy:


Develop application and web security standards

Summer 2012



Develop and implement a Data Loss Prevention (DLP) strategy

Summer 2012



Implement host intrusion prevention system

Information Security

Fall 2012
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Connectivity
The B.C. government’s connectivity objective is to create the
environment that will encourage and enable the private and non-profit
sectors to provide telecommunications service to all citizens, at an
equitable price, in areas that are unlikely to be served through market
forces alone.
In B.C.'s smaller towns and communities, Internet connection speed
and level of service is vastly different than in larger centres. The term
‘digital divide’ is the gap between those British Columbians with
access to high-speed telecommunications - including skills training,
computers and broadband Internet access - and those without.
Almost 93% of citizens have access to broadband connectivity. The
remaining 7%, approximately 280,000 citizens, do not. These citizens
live on the outskirts of connected communities, and in rural and
remote areas where low population densities mean marginal or no
return on investment for telecommunications service providers.

Connectivity Strategies
1. Aggregate and Leverage
Public Sector
Telecommunications
Demand
2. Target Investments to
Support Local Service
Providers

Connectivity

While the focus of the digital divide has been on broadband
connectivity, the need for cellular services has emerged along many
major transportation corridors, to support economic needs and to
address safety concerns.
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The Province’s approach to bridging the digital divide has been to aggregate public sector demand,
and leverage it to influence large private sector telecommunications companies to: 1) invest in
telecommunications infrastructure in rural and remote areas and 2) to provide affordable wholesale
services to small and medium-sized Internet service providers. With access to affordable wholesale
services, and other supports to keep operating costs low, small and medium-sized Internet service
providers have proven willing and able to provide service in marginal markets.
This approach circumvents the need for the huge investments in telecommunications infrastructure,
which is costing other jurisdictions hundreds of millions of dollars (e.g., Australia, United Kingdom
and the United States of America) but it requires continued government intervention in the form of
aggregation, leveraging and other supports to create the environment for small and medium-sized
Internet service providers to have sustainable business cases in rural and remote areas.
Other levels of governments are interested and engaged in expanding connectivity at the regional
and community level:




interest and demand for connectivity has repeatedly been voiced at the Union of British
Columbia Municipalities annual convention;
the Canadian federal government is focusing on connectivity as a component of its National
Digital Economic Strategy; and
First Nations are currently implementing a connectivity plan that is supported by provincial and
federal governments.

Connectivity

The opportunity for collaborations and partnerships will continue to grow. It is important to take
advantage of these opportunities, including applying policies, obtaining funding and collaborating to
help expand connectivity to all citizens. It is also important to have a common baseline and method
for measuring progress to support investment.
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Strategy 1: Aggregate and Leverage Public Sector
Telecommunications Demand
Links to Citizens @ the Centre: Citizen Participation and Self Service
This strategy provides the high-speed telecommunications services required by citizens and
businesses across the province to interact with government.
Key Action Supporting the Strategy:


STSP*

Continue to aggregate and leverage provincial public sector
telecommunications demand to expand broadband and cellular
connectivity

STSP* - timelines will be known at the completion of the Strategic Telecommunications Services
Procurement project.

Strategy 2: Target Investments to Support Local Service
Providers
Links to Citizens @ the Centre: Citizen Participation and Self Service
This strategy seeks to extend connectivity in B.C. by supporting smaller local service providers who
have proven willing and able to provide the necessary connectivity in remote areas.
Key Actions Supporting the Strategy:
Provide infrastructure funding to small Internet service providers
to help them address their business case for the distribution of
Internet services to homes and businesses within rural and
remote communities, through Round 3 of the Connecting
Citizens Grant Program.

Spring 2011

Connectivity
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4. IM/IT ENABLERS ROADMAPS
Roadmaps are provided for IM/IT enabler strategies and their related key activities.

IM/IT Roadmap
4-1

2010

2011

2012

2013

Integrated Planning
Align IM/IT Strategy
with annual planning
process

Implement T&T
Planning process

1. Corporate
Integrated Planning
Cycle

Privacy and
Information Sharing

1. Balanced
Approach – Privacy
and Information
Sharing

Amend policies for
Information sharing

Implement business,
program and system
changes required

IM/IT Roadmap

Sr. gov’t execs as
champions of cultural
shift and action plan
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2010

Identity Information
Management

2011

2012

Pending TB Decision

Develop Policy for
Smart Access Card

BCeID Support for
Smart Access Card

1. Establish Corporate
Trusted Identity
Services
Establish corporate
service with cost
recovery model

1st Smart Access
Card to Citizens

Extend corp. prov.
capability to all of
Gov’t and BPS

1st Smart Access Card
to Gov’t Workers

2. Establish Corporate
Identity and Role
Provisioning Services
Publish corporate
provisioning
architecture

Define authorities,
accountabilities and
standards for Identity

Build corp. prov.
capability for
1st tenant

3. Develop an Identity
Federation
Est. Identity Fed. Incl. BC Health Auth.
and core gov’t

Est. Identity Fed. –
Include BPS

Extend BCeID to
Include a hosted
federation service

Pan-CDN IDIM
Strategies w/ other
CDN jurisdictions

Strategic
Procurement

Develop IM/IT SVR
model that incl. ASD
& DMCTT direction

Secure relationship
mgmt. skills and
competencies

Implement IM/IT
SVR model

IM/IT Roadmap

1. Evolve Strategic
Relationships with
IM/IT Vendors
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2010

2011

2012

STSP (dates pending)

Network
1. Expand Core
Network Capacity
Enhance WAN
capacity & security

Wireless integration
Into cell mobility to
extend remote access

Implement IPv6 IP
addressing network
wide

Continue to leverage
provincial telecoms
demand thru STSP

Next gen. network
(virtual & private)
w/in common arch.

Leverage STSP to
ensure new arch.
supports standards

Redesign network
backbone to support
next gen. services

2. Extend
Foundational
Network Technology

3. Integrate Mobility
(Wireless LAN &
Cellular) into Core
Network Model

Support/Integrate
new technologies
required for WiFi

Support Network
Access Control for
security enforcement

Leverage STSP for
migration of data &
voice to wireless

Extend BCeID to
Include a hosted
federation service

4. Migrate Voice
Services to VoIP
Enabled
Infrastructure

Leverage next
generation IP
voice services

5. Support Unified
Communications
Integration
Open 4 telepresence
rooms (2 Van, 2 Vic)

Deploy UC
gateway pilot

Add rooms in 8
regional centres;
Subject to evaluation

Ensure network does
not cost prohibit UC
based solutions

IM/IT Roadmap

Leverage STSP - ensure
voice service on IP
network cost effective
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2010

2011

Standards and
Guidelines

2012

2013

Publish open
source solutions
guidelines

1. Establish Open
Source Solutions
Guidelines
Develop open data
standards and
guidelines

Publish open data
architecture

2. Deliver Open Data
& Open Information
Standards
Establish content
mgmt. architectures

3. Deliver Corporate
Content
Management
Standards

Establish content
mgmt. standards
and guidelines

Est. standards and
architectures for bus.
process mgmt. tools

Establish guidelines to
implement new ways
of searching content

Establish standards
for IAL usage

Establish corporate
content mgmt.
capability

Publish application
integration architecture
and standards

4. Establish Corporate
Integration Services

Est. guidelines and
standards for use of
corporate solutions

Est. corp. capability,
incl. services registry
for programs’ re-use

Deliver IAL design
and service level
requirements

IM/IT Roadmap

5. Establish Corporate
Approaches to the
Development of
Services & Solutions

Est. better funding
model for developing
corporate capabilities
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2010

2011

2012

2013

Flexible Work Tools

1. Continue to
Improve the
Government
Workstation Solution

Launch limited pilot
for Win 7 and
Office 2010

Develop security
architecture to use
personal devices

Leverage SVR w/ IBM
to deliver workstation sol ’n for U3

2. Prepare to Support
Next Generation
Devices
Dev. policy to support Design infrastructure
staff in selecting
to support spectrum
appropriate device
of computer devices

Pilot/evaluate
“Bring Your Own
Device” service

Hosting
Work w/ HP Adv. Sol’ns
R&D team to define next
gen. data centre services

1. Evolve Data Centre
Services

2. Leverage
Partnerships with all
Levels of Government

Make public cloud
computing services
available

Make private cloud
computing services
available

IM/IT Roadmap

Develop Cloud
Computing guidelines

Implement next
generation data
centre services
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2010

2011

2012

Information Security
Establish standards
for IAL usage

STSP (dates pending)

Deliver IAL design
and service level
requirements

1. Enable a Secure
e-Government
Est. standards and
architectures for bus.
process mgmt. tools

Est. corp. capability,
incl. services registry
for programs’ re-use

Develop/implement
Data Loss Prevention
strategy

2. Improve the
Security Perimeter
Develop application
and web security
standards

Implement host
intrusion prevention
system

Connectivity
1. Aggregate and
Leverage Public
Sector Telecomm
Demand

Continue to leverage
telecoms demand to
expand broadband &
cellular connectivity

IM/IT Roadmap

3. Target Investments
to Support Local
Service Providers

Provide infrastructure
funding to small
Internet service providers
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5. IM/IT ENABLERS ACCOUNTABILITIES
An accountabilities matrix has been provided for all IM/IT enabler strategies and their related planned activities. It should be noted that these are
government accountabilities and as such, the primary and secondary responsibilities listed span government and are not the responsibility of any
one government organization.

Accountabilities
5-1

Target
Date

Strategy and Planned Actions

Primary
Accountability

Other
Participants

Integrated Planning
1 Corporate Integrated Planning Cycle

Aligning IM/IT Enablers Strategy with the annual planning cycle

Fall 2010

OCIO, Strategic Initiatives

Implement the T&T Planning process to prioritize IM/IT initiatives
for funding that align to Citizens @ the Centre

Fall 2010

OCIO, Strategic Initiatives

Spring 2011

OCIO, Strategic Initiatives

Implement IM/IT Investment Management process that is
aligned with the Capital Asset Management Framework to
manage & prioritize IM/IT Initiatives

SSBC, Strategic Partnerships &
Planning; CPS; Business and
Workforce Transformation
SSBC, Strategic Partnerships &
Planning; CPS; Business and
Workforce Transformation
OCG; CPS

Privacy and Information Sharing
1 Balanced Approach - Privacy and Information Sharing

Establish senior government executives as champions of the
cultural shift and action change plan
Amend policies that are a barrier to information sharing, and
develop and implement policy required to support citizen-centred
services
Implement all business, program and systems changes required
to support any legislative changes that may occur

Fall 2010
Spring 2011

OCIO, Knowledge and
Information Services
OCIO, Knowledge and
Information Services
OCIO, Knowledge and
Information Services

Winter 2010

SSBC, Identity Management
Service Design

Identity Information Management
1 Establish Corporate Trusted Identity Services

Establish a corporate service (and cost recovery model) with
single authority and a clear mandate to delivery Identity
Information Management services

OCIO, Architecture and
Standards

Accountabilities

Winter 2011
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Strategy and Planned Actions

Target
Date

Primary
Accountability

Start smart card project and leverage for other government
initiatives that require corporate identity; develop policies to
support the issuance of a government access card

Winter 2010

OCIO

Issue the first smart government access card to citizens

TB Decision*

Ministry of Health Services

Re-platform and extend the corporate authentication service for
external users (BCeID) to support the use of the government
access card and identity protection services
Issue the first smart government access card to government
workforce

TB Decision*

SSBC, Corporate Application
Services

TB Decision*

SSBC, Corporate Application
Services

Other
Participants
SSBC, Corporate Application
Services OCIO, Architecture and
Standards; OCIO, Information
Security
OCIO, Architecture and
Standards; OCIO, Information
Security
OCIO, Architecture and
Standards; OCIO, Information
Security
OCIO, Architecture and
Standards

2 Establish Corporate Identity and Role Provisioning Services

Publish corporate provisioning architecture
Define clear authorities, related accountabilities and standards
for identity, roles and authoritative sources of information
Build corporate provisioning capability for first tenant
Extend corporate provisioning capability to facilitate on-boarding
of all government and broader public services

Fall 2010
Spring 2011
Summer 2011
Summer 2012

OCIO, Architecture and
Standards
OCIO, Architecture and
Standards
SSBC, Identity Management
Service Design
SSBC, Identity Management
Service Design

OCIO, Information Security
OCIO, Information Security
OCIO, Architecture and
Standards; OCIO, Information
Security
OCIO, Architecture and
Standards

Establish identity federation including BC Health Authorities and
core government (IDIR)

Spring 2011

OCIO

SSBC, Corporate Application
Services OCIO, Architecture and
Standards; OCIO, Information
Security

Accountabilities

3 Develop an Identity Federation
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Strategy and Planned Actions

Target
Date

Primary
Accountability

Extend identity federation to include broader public sector
entities

Fall 2011

OCIO

Extend corporate authentication services (BCeID) to include a
hosted federation service

Fall 2011

OCIO

Collaborate with other Canadian jurisdictions to develop panCanadian identity management strategies

Fall 2012

OCIO, Architecture and
Standards

Other
Participants
SSBC, Corporate Application
Services OCIO, Architecture and
Standards; OCIO, Information
Security
SSBC, Corporate Application
Services OCIO, Architecture and
Standards; OCIO, Information
Security
OCIO, Information Security

Strategic Procurement
1 Evolve Strategic Relationships with IM/IT Vendors

Develop an IM/IT Strategic Vendor Relationship model which
reflects the findings of ASD review and direction of DMCTT
Secure relationship management skills and competencies to
drive the Strategic Vendor Relationship model as approved by
DMCTT
Implement the IM/IT Strategic Vendor Relationship model as
approved by DMCTT

Spring 2011

OCIO

SSBC, Technology Solutions;
OCIO, Information Security

Summer 2011

OCIO

Winter 2011

OCIO

OCIO, Information Security

STSP

OCIO

SSBC, Network Services

Network
Continue to aggregate and leverage provincial public sector
telecommunications demand through the current Strategic
Telecommunications Services Procurement (STSP) to achieve
agility in services and support evolving needs of delivering
government services

Accountabilities

1 Expand Core Network Capacity
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Strategy and Planned Actions
Architect the next generation network to have the ability to
create virtual or private zones within a common network
architecture for ministries and other entities providing additional
security & isolation
Enhance Internet WAN capacity and security for Internet facing
government and educational sector business applications
Wireless integration between government’s traditional data
network into the cellular mobility world to extend remote access
networking capabilities for remote workers
Plan and start implementing IPv6 IP addressing for the network
(including acquiring an IPv6 IP address block for all current and
future government devices)

Target
Date
STSP

Primary
Accountability

Other
Participants

OCIO

SSBC, Network Services;
OCIO, Information Security

Winter 2010

SSBC, Network Services

OCIO, Information Security

Spring 2011

SSBC, Network Services

OCIO, Information Security

Fall 2011

SSBC, Network Services

OCIO, Information Security

STSP

OCIO

SSBC, Network Services; OCIO,
Information Security

STSP

OCIO

SSBC, Network Services; OCIO,
Information Security

2 Extend Foundational Network Technology

Leverage the current STSP to ensure the new network has the
architectural elements and standards required to support: highspeed capacity fiber optic network circuits, high availability,
virtual private networks, and traffic prioritization
Redesign the network backbone to support the next generation
of network services (e.g., segmenting network traffic, managing
remote network access, VoIP, QoS, SIP)

3 Integrate Mobility (Wireless LAN and Cellular) into the Core Network Model

STSP

OCIO

SSBC, Network Services

Summer 2011

SSBC, Network Services

OCIO, Information Security

Summer 2011

SSBC, Network Services

OCIO, Information Security

Accountabilities

Leverage the current STSP to ensure the migration of data and
voice for the wired to the wireless network world (e.g., wireless
LAN and cellular) has minimal barriers to entry and switching,
and lowest usage fees
Support and integrate new technologies required for WiFi, and
seamless roaming between LAN and mobile wireless network
Support for Network Access Control for security enforcement
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Target
Date

Strategy and Planned Actions
Support seamless roaming between wireless LAN and Cellular
infrastructure for voice and data services and integrate into the
core network service offering

Spring 2012

Primary
Accountability
SSBC, Network Services

Other
Participants
OCIO, Information Security

4 Migrate Voice Services to VoIP Enabled Infrastructure

Leverage the current STSP to ensure that the evolution of voice
service onto the IP network supports a cost effective and
incremental migration path
Leverage next generation IP based voice services for: interactive
voice response, voicemail, and automatic call distributor service
architectures

STSP

OCIO

STSP

OCIO

STSP

OCIO

5 Support Unified Communications Integration

Leverage the current STSP to ensure the network service
bundles don’t preclude access to or cost prohibit access to UC
based solutions
Open 4 telepresence rooms (2 in Vancouver, 2 in Victoria)
Deploy Unified Communications gateway pilot
Add rooms in eight regional centres, subject to an evaluation

Fall 2010

SSBC, Network Services

Winter 2010

SSBC, Network Services

Summer 2012

SSBC, Network Services

Strategies and related implementation plans will be
published after the Service Sector completes their
Technology and Transformation planning.

Business & Workforce
Transformation

OCIO, Strategic Initiatives;
OCIO, Information Security

Accountabilities

Web 2.0 / Gov 2.0

OCIO, Strategic Initiatives;
OCIO, Information Security
OCIO, Information Security
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Strategy and Planned Actions

Target
Date

Primary
Accountability

Other
Participants

Standards and Guidelines
1 Establish Open Source Solutions Guidelines

Publish open source solutions guidelines

Winter 2010

OCIO , Architecture and
Standards

OCIO, Information Security

Spring 2011

OCIO , Architecture and
Standards

Fall 2011

OCIO , Architecture and
Standards

Business & Workforce
Transformation; OCIO,
Information Security
Business & Workforce
Transformation; OCIO,
Information Security

Fall 2010

OCIO, Architecture and
Standards

Spring 2011

OCIO, Architecture and
Standards

Fall 2011

OCIO, Architecture and
Standards
Business & Workforce
Transformation

2 Deliver Open Data and Open Information Standards

Develop open data standards and guidelines
Publish open data architecture

3 Deliver Corporate Content Management Standards

Establish content management architectures
Establish content management standards and guidelines
Establish guidelines to implement new more effective ways of
searching and accessing content securely
Establish a corporate content management capability

Spring 2012

Establish standards and architectures for business process
management tools

Spring 2011

OCIO, Architecture and
Standards

Accountabilities

4 Establish Corporate Integration Services

Business & Workforce
Transformation; OCIO,
Information Security
Business & Workforce
Transformation; OCIO,
Information Security
Business & Workforce
Transformation
OCIO, Architecture and
Standards
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Strategy and Planned Actions
Establish standards for Information Access Layer (IAL) usage

Target
Date

Primary
Accountability

Summer 2011

OCIO, Architecture and
Standards
SSBC, Strategic Partnerships &
Planning
OCIO, Architecture and
Standards
OCIO, Architecture and
Standards

Establish a corporate capability, including a services registry, for
programs to re-use existing service and IM/IT assets
Publish the application integration architecture and standards

Fall 2011
Winter 2011

Deliver the IAL design and associated service level requirements

Spring 2012

Other
Participants
OCIO, Information Security
OCIO, Architecture and
Standards
SSBC, Technology Solutions

5 Establish Corporate Approaches to the Development of Services and Solutions

Establish a more effective funding model for developing
corporate capabilities
Establish guidelines and standards for determining appropriate
use of corporate solutions

Winter 2010
Summer 2011

Corporate Services Division
OCIO, Architecture and
Standards

Flexible Work Tools
1 Continue to Improve the Government Workstation Solution

Launch a limited pilot for Windows 7 and Office 2010 for the ultra
mobile user
Leverage the strategic relationship with IBM to deliver the most
capable workstation solution for Upgrade 3

SSBC, Workstation Services

OCIO, Information Security

Spring 2012

SSBC, Workstation Services

OCIO, Information Security

Develop policy and guidelines to support staff in selecting the
most appropriate device to meet their business needs

Winter 2010

Design the infrastructure required to support a spectrum of
computing devices including but not limited to: smartphones
(Apple, Rim, Android, Symbian, etc.), e-readers (iPad, Kindle,
etc.), and tablet PCs/laptops (MacBooks, ThinkPads, etc.)

Spring 2011

OCIO, Knowledge and
Information Services
SSBC, Workstation Services

SSBC, Technology Solutions;
OCIO, Information Security
Business and Workforce
Transformation; OCIO,
Information Security

2 Prepare to Support Next Generation Devices

Accountabilities

Spring 2011
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Strategy and Planned Actions
Develop a security architecture to support the use of personal
devices for work
Pilot and evaluate a “Bring Your Own Device” service

Target
Date

Primary
Accountability

Other
Participants

Spring 2011

OCIO, Information Security

SSBC, Technology Solutions

Summer 2011

SSBC, Workstation Services

OCIO, Information Security

SSBC, Enterprise Hosting
Solutions
SSBC, Enterprise Hosting
Solutions

OCIO; OCIO, Information
Security
OCIO; OCIO, Information
Security

SSBC, Technology Solutions;
OCIO, Information Security;
OCIO, Architecture and
Standards.
OCIO, Architecture and
Standards; OCIO, Information
Security

Hosting
1 Evolve Data Centre Services

Work with HP Advanced Solutions’ research and development
team to define the next generation data centre services
Implement next generation data centre services

Spring 2012
Summer 2012

2 Leverage Cloud Computing Services

Spring 2011

OCIO, Knowledge and
Information Services

Make public cloud computing services available

Winter 2011

SSBC, Enterprise Hosting
Solutions

Make private cloud computing services available

Winter 2012

SSBC, Enterprise Hosting
Solutions

Accountabilities

Develop Cloud Computing guidelines, including appropriate use,
minimum requirements for service, security and privacy level
agreements
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Strategy and Planned Actions

Target
Date

Primary
Accountability

Other
Participants

Information Security
1 Enable a Secure Gov 2.0

Develop security guidelines, policies and standards that support
securely providing services and information via the Internet
Implement the information security classification framework
Standardize Security, Threat, and Risk Assessments, and
improve the tools that enable assessments
Identify and address risks, associated with the Gov 2.0
infrastructure (devices, network, servers and software) from a
holistic perspective

Spring 2011

OCIO, Information Security

Summer 2011
Summer 2011

OCIO, Information Security
OCIO, Information Security

Fall 2011

OCIO, Information Security

Develop application and web security standards

Summer 2012

OCIO, Information Security

Develop and implement a Data Loss Prevention (DLP) strategy

Summer 2012

OCIO, Information Security

Fall 2012

OCIO, Information Security

Business & Workforce
Transformation

2 Improve the Security Perimeter

Implement host intrusion prevention system

Connectivity
1 Aggregate and Leverage Public Sector Telecommunications Demand

2 Target Investments to Support Local Service Providers

STSP

OCIO

SSBC, Technology Solutions

Accountabilities

Continue to aggregate and leverage provincial public sector
telecommunications demand to expand broadband and cellular
connectivity

5-10

Strategy and Planned Actions
Provide infrastructure funding to small Internet service providers
to help them address their business case for the distribution of
Internet services to homes and businesses within rural and
remote communities, through Round 3 of the Connecting
Citizens Grant Program.

Target
Date

Primary
Accountability

Spring 2011

OCIO, Community and External
Initiatives

Other
Participants
SSBC, Technology Solutions

Accountabilities
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6. MONITORING PERFORMANCE

Monitoring Performance

This IM/IT Enablers Strategy is a living document and will be updated and maintained yearly by the
Office of the Chief Information Officer (OCIO). The OCIO will conduct quarterly reviews of the
status of planned events within individual strategies. Results will be reported through a dashboard
report for the Deputy Ministers’ Committee on Transformation and Technology and other
interested parties, and where appropriate, recommendations and adjustments will be put forward
for action. An annual update will be conducted to re-assess government realities, scan for new
trends in the environment, review effectiveness of strategies and determine if new strategies are
required or existing strategies should be dropped. All findings will be included in the next version of
the IM/IT Enablers Strategy.
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